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1
Decision/action requested

Approve the pCR on new solution of key issue#2.
2
References

3

Rationale

This contribution proposes a new solution to address  the key issue #2 “Authorization mechanism of selection of VFL participants in the VFL group”. 
The solution proposes to address two scenarios, i.e. NWDAF is VFL server, and AF is VFL server.
The solution proposes the similar authorization mechanism of selection of HFL participants, i.e. use vendor ID and interoperability indicator. The difference is that considering NEF is intermediate node in VFL, the NEF will do authorization for secure communication and translation of internal-external information as depicted in clause 6.2.5.0 of TS 23.501.
Please note that the plantUML code of the figure could run in https://www.plantuml.com/
4
Detailed proposals
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6.Y
Solution #Y: Authorization of VFL member selection
6.Y.1
Introduction
The solution addresses the key issue #2 “Authorization mechanism of selection of VFL participants in the VFL group”.
The solution proposes to address two scenarios, i.e. NWDAF is VFL server, and AF is VFL server.
The solution proposes the similar authorization mechanism of selection of HFL participants, i.e. use vendor ID and interoperability indicator. The difference is that considering NEF is intermediate node in VFL, the NEF will do authorization for secure communication and translation of internal-external information as depicted in clause 6.2.5.0 of TS 23.501 [xx].
6.Y.2
Solution details

6.Y.2.1
NWDAF is VFL Server
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Figure 6.Y.2.1-1 Procedure of authorization of VFL member selection (NWDAF is VFL server)

1. After the registration of AF (VFL Client) available data at NEF, the NEF invokes Nnrf_NFManagement_NFUpdate_request service operation to update its registration information (i.e. NEF Profile) including the associated AF ID, the supported analytics ID(s), and the interoperability indicator of the AFs into the NEF profile.

2. NRF stores the received NEF registration information, and sends Nnrf_NFManagement_NFUpdate_response message to the NEF.

3. When NWDAF (VFL Server) needs to discovery the available AFs and the appropriated NEF for VFL training, the NWDAF invokes Nnrf_NFDiscovery_Request_request service operation.

4. The NRF matches the requested query for AFs with the registered NEF Profiles. It is assumed that AF ID1 and AF ID2 are selected.

5. The NRF sends Nnrf_NFDiscovery_Request_response message to the NWDAF. The message includes the selected AF ID1 and AF ID2 and the associated NEF ID.

6. The NWDAF sends token request message to the NRF, the message includes the NF consumer ID (i.e. NWDAF ID), NF provider ID (i.e. NEF ID), VFL Client ID (i.e. AF ID1, AF ID2), requested analytics ID and vendor ID of the NWDAF.

7. The NRF checks whether the NWDAF could access AF, which includes checking whether AF is associated with NEF, whether NWDAF’s vendor ID is included in AFs’ interoperability indicator, whether AFs’ interoperability indicators are mutually inclusive, and whether analytics is included in AFs’ supported analytics. After successfully checking, the NRF signs token to the NWDAF, the token shall additionally include AF IDs and analytics ID.

8. The NRF sends token to the NWDAF.

9. The NWDAF sends request for VFL (e.g. sample alignment request) to the NEF. The request includes NWDAF ID, AF IDs, analytics ID and the token.

10. The NEF checks the token, including check integrity of the token, and check whether AF IDs are included in the token, and whether analytics ID is included in the token.

11. After successful checking, the NEF sends request for VFL to different AF.
6.Y.2.2
AF is VFL Server
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Figure 6.Y.2.2-1 Procedure of authorization of VFL member selection (AF is VFL server)
1. -2. NWDAF invokes Nnrf_NFManagement_NFRegister_request service operation to register its registration information (i.e. NWDAF Profile) including the supported analytics ID(s), and the interoperability indicator of the NWDAFs.

3. When AF (VFL Server) needs to discovery the available NWDAFs for VFL training, the AF sends Discovery Request to NEF.

4. The NEF invokes Nnrf_NFDiscovery_Request_request service operation.

5. The NRF matches the requested query for NWDAFs with the registered NWDAF Profiles. It is assumed that NWDAF ID1 and NWDAF ID2 are selected.

6. The NRF sends Nnrf_NFDiscovery_Request_response message to the NEF. The message includes the selected NWDAF ID1 and NWDAF ID2.

7. The NEF anonymizes NWDAF IDs into multiple temporary NWDAF IDs, and stores the mapping. The NWDAF IDs is 1 to n mapping to the temporary NWDAF IDs so that the topology information will not be exposed, e.g. NWDAF numbers or NWDAF internal IDs are not exposed.

8. The NEF sends Discovery Response message to the AF including the temporary NWDAF IDs.

9. The AF sends VFL request (e.g. sample alignment request) to the NEF. The request includes AF IDs, temporary NWDAF IDs, and analytics ID.

10. The NEF conveys the temporary NWDAF IDs into NWDAF IDs

11. The NEF sends token request message to the NRF, the message includes the NF consumer ID (i.e. NEF ID), NF provider ID (i.e. NWDAF ID), VFL Server ID (i.e. AF ID), requested analytics ID and vendor ID of the AF.

12. The NRF checks whether the AF could access NWDAFs, which includes checking whether AF is associated with NEF, whether AF’s vendor ID is included in NWDAFs’ interoperability indicator, whether NWDAFs’ interoperability indicators are mutually inclusive, and whether analytics is included in NWDAFs’ supported analytics. After successfully checking, the NRF signs token to the NEF, the token shall additionally include analytics ID.

13. The NRF sends token to the NWDAF.

14. The NEF sends VFL request (e.g. sample alignment request) to the NWDAFs. The request includes NWDAF ID, NEF ID, analytics ID and the token.

15. The NWDAF checks the token, including check integrity of the token, and check whether analytics ID is included in the token.
6.Y.3
Evaluation

TBA.
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Annex X (normative):
PlantUML source code
X.Y
Procedure of authorization of VFL member selection (NWDAF is VFL server) (figure 6.Y.2.1-1)
@startuml

skinparam classFontSize 100

skinparam sequenceMessageAlign center

participant "VFL Server\n(NWDAF)" as FLServer

participant NRF

participant NEF

participant "VFL Client\n(AF1)" as FLClient1

participant "VFL Client\n(AF2)" as FLClient2

NEF -> NRF: 1.Nnrf_NFManagement_\nNFUpdate Request

NRF -> NEF: 2.Nnrf_NFManagement_\nNFUpdate Response

FLServer -> NRF: 3.Nnrf_NFDiscovery_Request_request

note over NRF: 4.Select FL clients

NRF -> FLServer: 5.Nnrf_NFDiscovery_Request_response\n(NEF ID1:AF ID1, NEF1 ID:AF ID2）

FLServer -> NRF: 6.Token Request\n(NWDAF ID, NEF ID, AF ID, AF ID2,\nrequested analytics, vendor ID)

note over NRF: 7.Check whether FL server is allowed to access AFs

NRF -> FLServer: 8.Token Response(token)

FLServer -> NEF: 9.Request(NWDAF ID, AF ID1, AF ID2,requested analytics, token)

note over NEF: 10. check token

NEF -> FLClient1: 11a.Request(AF ID1)

NEF -> FLClient2: 11b.Request(AF ID2)

@enduml
X.W
Procedure of authorization of VFL member selection (AF is VFL server) (figure 6.Y.2.2-1)
@startuml

skinparam classFontSize 100

skinparam sequenceMessageAlign center

participant "VFLClient\n(NWDAF1)" as FLClient1

participant "VFLClient\n(NWDAF2)" as FLClient2

participant NRF

participant NEF

participant "VFLServer\n(AF)" as FLServer

FLClient1 -> NRF: 1a.Nnrf_NFManagement_NFRegister Request

FLClient2 -> NRF: 1b.Nnrf_NFManagement_NFRegister Request

NRF -> FLClient1: 2a.Nnrf_NFManagement_NFRegister Response

NRF -> FLClient2: 2b.Nnrf_NFManagement_NFRegister Response

FLServer -> NEF: 3.Discovery Request

NEF -> NRF: 4.Nnrf_NFDiscovery_Request_request

note over NRF: 5.Select FL clients

NRF -> NEF: 6.Nnrf_NFDiscovery_Request_response\n(NWDAF IDs）

note over NEF: 7.Anonymizes NWDAF IDs into\n multiple temporary NWDAF IDs

NEF -> FLServer: 8.Discovery Response\n(temporary NWDAF IDs）

FLServer -> NEF: 9.VFL Request(AF ID, \ntemporary NWDAF IDs,analytics ID)

note over NEF: 10.Convey temporary NWDAF IDs to NWDAF ID

NEF -> NRF: 11.Token Request(NEF ID, \nAF ID, NWDAF IDs, analytics ID)

note over NRF: 12.Check whether AF is allowed to access NWDAFs

NRF -> NEF: 13.Token Response(token)

NEF -> FLClient1: 14a.VFL Request(NWDAF ID1,NEF ID, analytics ID, token)

NEF -> FLClient2: 14b.VFL Request(NWDAF ID2,NEF ID, analytics ID, token)

note over FLClient1,FLClient2: 15. check token

@enduml
End of Change 
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